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#include "csapp.h"
 
int main() {
  int *x = malloc(sizeof(int));
  *x = 10;
  if (Fork() == 0)
    printf("%d\n", *x);
  else {
    *x = 20;
    printf("%d\n", *x);
  }
 
  return 1;
}
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int main() {
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    printf("%p\n", x);
  }
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#include "csapp.h"
 
int main() {
  int *x = malloc(sizeof(int));
  *x = 10;
  if (Fork() == 0)
    printf("%p\n", x);
  else {
    *x = 20;
    printf("%p\n", x);
  }
 
  return 1;
}
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#include "csapp.h"
 
int main() {
  int x = 8;
 
  *(int *)&x = 5;
  printf("ok\n");
 
  *(int *)main = 5;
  printf("not ok\n");
 
  return 0;
}
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#include "csapp.h"
 
int main() {
  int x = 8;
 
  *(int *)&x = 5;
  printf("ok\n");
 
  *(int *)main = 5;
  printf("not ok\n");
 
  return 0;
}
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 #include "csapp.h"
 
 int main() {
   /* 0xC3 is the RET instruction */
   char *s1 = "\xC3";
   char *s2 = malloc(1);
   char s3[] = { 0xC3 };
 
   printf("Trying %p\n", s1);
   ((void (*)())s1)();
   printf("probably ok\n");
 
   printf("Trying %p\n", s2);
   s2[0] = 0xC3;
   ((void (*)())s2)();
   printf("probably not ok\n");
 
   printf("Trying %p\n", s3);
   ((void (*)())s3)();
   printf("probably not ok\n");
 
   return 0;
}
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 #include "csapp.h"
 
 int main() {
   /* 0xC3 is the RET instruction */
   char *s1 = "\xC3";
   char *s2 = malloc(1);
   char s3[] = { 0xC3 };
 
   printf("Trying %p\n", s1);
   ((void (*)())s1)();
   printf("probably ok\n");
 
   printf("Trying %p\n", s2);
   s2[0] = 0xC3;
   ((void (*)())s2)();
   printf("probably not ok\n");
 
   printf("Trying %p\n", s3);
   ((void (*)())s3)();
   printf("probably not ok\n");
 
   return 0;
}
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#include <sys/mman.h>
 
void *mmap(void *addr, size_t length,
           int prot, int flags,
           int fd, off_t offset);
 
int munmap(void *addr, size_t length);

mmap������������������������
� addr���������������������NULL������������������
� length��������������� �����������������������
� prot������������PROT_�READ�WRITE�EXEC�
� flags���MAP_�PRIVATE�SHARED���������MAP_ANON
� fd���������������������������������MAP_ANON
� offset������������������
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#include <sys/mman.h>
 
void *mmap(void *addr, size_t length,
           int prot, int flags,
           int fd, off_t offset);
 
int munmap(void *addr, size_t length);

�����������������������������������

fd = open(argv[1], O_RDONLY);
...
p = mmap(NULL, len,
         PROT_READ, MAP_PRIVATE,
         fd, 0);
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#include <sys/mman.h>
 
void *mmap(void *addr, size_t length,
           int prot, int flags,
           int fd, off_t offset);
 
int munmap(void *addr, size_t length);

��������������������������������

p = mmap(NULL, getpagesize(),
         PROT_READ | PROT_WRITE,
         MAP_PRIVATE + MAP_ANON,
         -1, 0);

MAP_ANON������-1�����������������������
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#include "csapp.h"
 
int main() {
  char *s;
  size_t sz = 1<<14;
 
  s = Mmap(0, sz,
           PROT_READ | PROT_WRITE | PROT_EXEC,
           MAP_PRIVATE | MAP_ANON,
           -1, 0);
 
  printf("Trying %p\n", s);
  s[0] = 0xC3;
  ((void (*)())s)();
  printf("ok\n");
 
  return 0;
}
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#include <sys/mman.h>
 
int mprotect(void *addr, size_t len, int prot);

mprotect�������������������������������������
mmap���������
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#include "csapp.h"
 
int main() {
  char *s;
  size_t sz = 1<<14;
 
  s = Mmap(0, sz,
           PROT_READ | PROT_WRITE,
           MAP_PRIVATE | MAP_ANON,
           -1, 0);
  s[0] = 0xC3;
 
  Mprotect(s, sz, PROT_READ | PROT_EXEC);
 
  ((void (*)())s)();
  printf("ok\n");
 
  s[0] = 0x0;
  printf("not ok\n");
 
  return 0;
}
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���������SIGSEGV

#include "csapp.h"
 
static char *s;
static size_t sz = 1<<14;
 
static void recover(int sig) {
  sio_puts("ouch...\n");
  Mprotect(s, sz, PROT_READ | PROT_WRITE);
}
 
int main() {
  s = Mmap(0, sz,
           PROT_READ | PROT_EXEC,
           MAP_PRIVATE | MAP_ANON,
           -1, 0);
 
  Signal(SIGSEGV, recover);
 
  s[0] = 0x0;
  printf("ok after all\n");
 
  return 0;
}
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char a[] = {2, 4, 6, 8}; at 0xA5002
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char a[] = {2, 4, 6, 8}; at 0xA5002

a[2] = 7
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char a[] = {2, 4, 6, 8}; at 0xA5002

a[2] = 7

0xA1000 0   
0xA2000 0   
0xA3000 0   
0xA4000 1 XC
0xA5000 1W 
0xA6000 1W C
0xA7000 0   
0xA8000 0   
0xA9000 0   
0xAA000 0   

0xA1000 0   
0xA2000 0   
0xA3000 0   
0xA4000 1 XC
0xA5000 1W 
0xA6000 1W C
0xA7000 0   
0xA8000 0   
0xA9000 0   
0xAA000 0   

2 4 6 80x1000       

    

      
0x2000       

    

      
0x3000       

    

      
0x4000       

    

      

C

C

��



�������������������fork
char a[] = {2, 4, 6, 8}; at 0xA5002

a[2] = 7
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char a[] = {2, 4, 6, 8}; at 0xA5002

a[2] = 7
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#include "csapp.h"
 
int main() {
  char *s;
  size_t sz = 1<<14;
 
  s = Mmap(0, sz,
           PROT_READ | PROT_WRITE | PROT_EXEC,
           MAP_SHARED | MAP_ANON,
           -1, 0);
  s[0] = 1;
 
  if (Fork() == 0)
    s[0] = 2;
  else
    Wait(NULL);
 
  printf("%d at %p\n", s[0], s);
 
  return 0;
}
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#include "csapp.h"
 
int main() {
  char *s;
  size_t sz = 1<<14;
 
  s = Mmap(0, sz,
           PROT_READ | PROT_WRITE | PROT_EXEC,
           MAP_SHARED | MAP_ANON,
           -1, 0);
  s[0] = 1;
 
  if (Fork() == 0)
    s[0] = 2;
  else
    Wait(NULL);
 
  printf("%d at %p\n", s[0], s);
 
  return 0;
}
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