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able to maintain this complete set, but the architects of larger-scale systems may wish for more 
scalable solutions to maintaining directory state. 

There are many ways to reduce how much state the directory maintains for each block. Here 
we discuss two important techniques: coarse directories and limited pointers. We discuss these 
techniques independently, but observe that they can be combined. We contrast each solution with 
the baseline design, illustrated in the top entry of Figure 8.8. 

8.5.1	 Coarse Directory
Having the complete set of sharers enables the directory to send Invalidation messages to exactly 
those cache controllers that have the block in state S. One way to reduce the directory state is to 
conservatively maintain a coarse list of sharers that is a superset of the actual set of sharers. That is, 
a given entry in the sharer list corresponds to a set of K caches, as illustrated in the middle entry 
of Figure 8.8. If one or more of the caches in that set (may) have the block in state S, then that bit 
in the sharer list is set. A GetM will cause the directory controller to send an Invalidation to all K 
caches in that set. Thus, coarse directories reduce the directory state at the expense of extra inter-
connection network bandwidth for unnecessary Invalidation messages, plus the cache controller 
bandwidth to process these extra Invalidation messages. 

8.5.2	 Limited Pointer Directory
In a chip with C caches, a complete sharer list requires C entries, one bit each, for a total of C bits. 
However, studies have shown that many blocks have zero sharers or one sharer. A limited pointer 
directory exploits this observation by having i (i< C ) entries, where each entry requires log2C bits, for 
a total of i * log2C bits, as illustrated in the bottom entry of Figure 8.8. A limited pointer directory  

FIGURE 8.8: Representing directory state for a block in a system with N nodes.
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requires some additional mechanism to handle (hopefully uncommon) situations in which the system 
attempts to add an i+1th sharer. There are three well-studied options for handling these situations, de-
noted using the notation DiriX [2, 8], where i refers to the number of pointers to sharers, and X refers  
to the mechanism for handling situations in which the system attempts to add an i+1th sharer.

Broadcast (DiriB): If there are already i sharers and another GetS arrives, the directory 
controller sets the block’s state to indicate that a subsequent GetM requires the directory to 
broadcast the Invalidation to all caches (i.e., a new “too many sharers” state). A drawback of 
DiriB is that the directory could have to broadcast to all C caches even when there are only 
K sharers (i<K<C), requiring the directory controller to send (and the cache controllers to 
process) C-K unnecessary Invalidation messages. The limiting case, Dir0B, takes this ap-
proach to the extreme by eliminating all pointers and requiring a broadcast on all coherence 
operations. The original Dir0B proposal maintained two state bits per block, encoding the 
three MSI states plus a special “Single Sharer” state [3]. This new state helps eliminate a 
broadcast when a cache tries to upgrade its S copy to an M copy (similar to the Exclusive 
state optimization). Similarly, the directory’s I state eliminates broadcast when memory 
owns the block. AMD’s Coherent HyperTransport [6] implements a version of Dir0B that 
uses no directory state, forgoing these optimizations but eliminating the need to store any 
directory state. All requests sent to the directory are then broadcast to all caches. 
No Broadcast (DiriNB): If there are already i sharers and another GetS arrives, the direc-
tory asks one of the current sharers to invalidate itself to make room in the sharer list for the 
new requestor. This solution can incur significant performance penalties for widely-shared 
blocks (i.e., blocks shared by more than i nodes), due to the time spent invalidating sharers. 
DiriNB is especially problematic for systems with coherent instruction caches because code 
is frequently widely shared.
Software (DiriSW): If there are already i sharers and another GetS arrives, the system traps 
to a software handler. Trapping to software enables great flexibility, such as maintaining a 
full sharer list in software-managed data structures. However, because trapping to software 
incurs significant performance costs and implementation complexities, this approach has 
seen limited commercial acceptance. 

8.6	 DIRECTORY ORGANIZATION
Logically, the directory contains a single entry for every block of memory. Many traditional  
directory-based systems, in which the directory controller was integrated with the memory control-
ler, directly implemented this logical abstraction by augmenting memory to hold the directory. For 

•

•

•
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example, the SGI Origin added additional DRAM chips to store the complete directory state with 
each block of memory [10]. 

However, with today’s multicore processors and large LLCs, the traditional directory design 
makes little sense. First, architects do not want the latency and power overhead of a directory access 
to off-chip memory, especially for data cached on chip. Second, system designers balk at the large 
off-chip directory state when almost all memory blocks are not cached at any given time. These 
drawbacks motivate architects to optimize the common case by caching only a subset of directory 
entries on chip. In the rest of this section, we discuss directory cache designs, several of which were 
previously categorized by Marty and Hill [13]. 

Like conventional instruction and data caches, a directory cache [7] provides faster access 
to a subset of the complete directory state. Because directories summarize the states of coherent 
caches, they exhibit locality similar to instruction and data accesses, but need only store each block’s 
coherence state rather than its data. Thus, relatively small directory caches achieve high hit rates. 
Directory caching has no impact on the functionality of the coherence protocol; it simply reduces 
the average directory access latency. Directory caching has become even more important in the era 
of multicore processors. In older systems in which cores resided on separate chips and/or boards, 
message latencies were sufficiently long that they tended to amortize the directory access latency. 
Within a multicore processor, messages can travel from one core to another in a handful of cycles, 
and the latency of an off-chip directory access tends to dwarf communication latencies and become 
a bottleneck. Thus, for multicore processors, there is a strong incentive to implement an on-chip 
directory cache to avoid costly off-chip accesses.

The on-chip directory cache contains a subset of the complete set of directory entries. Thus, 
the key design issue is handling directory cache misses, i.e., when a coherence request arrives for a 
block whose directory entry is not in the directory cache. 

We summarize the design options in Table 8.7 and describe them next.

8.6.1 	 Directory Cache Backed by DRAM
The most straightforward design is to keep the complete directory in DRAM, as in traditional 
multi-chip multiprocessors, and use a separate directory cache structure to reduce the average access 
latency. A coherence request that misses in this directory cache leads to an access of this DRAM 
directory. This design, while straightforward, suffers from several important drawbacks. First, it 
requires a significant amount of DRAM to hold the directory, including state for the vast majority 
of blocks that are not currently cached on the chip. Second, because the directory cache is decoupled 
from the LLC, it is possible to hit in the LLC but miss in the directory cache, thus incurring a 
DRAM access even though the data is available locally. Finally, directory cache replacements must 
write the directory entries back to DRAM, incurring high latency and power overheads. 
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TABLE 8.7:  Comparing Directory Cache Designs
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TABLE 8-7.  Comparing Directory Cache Designs

Inclusive directory caches (Section 8.6.2)

Directory cache 
backed by DRAM 
directory
(Section 8.6.1)

Inclusive directory cache 
embedded in inclusive 

LLC
(Section 8.6.2.1)

Standalone inclusive directory 
cache

(Section 8.6.2.2)

Null Directory 
Cache
(Section 8.6.3)

No Recalls With Recalls No Recalls With Recalls

directory location DRAM LLC LLC none

uses DRAM yes no no no

miss at directory 
implies

must access DRAM block must be I block must be I block could be in 
any state  must 
broadcast

inclusion 
requirements

none LLC includes L1s directory cache includes L1s none

implementation 
costs

DRAM plus sepa-
rate on-chip cache

larger LLC 
blocks; 
highly asso-
ciative LLC

larger LLC 
blocks

highly associa-
tive storage for 
redundant tags 

storage for 
redundant tags

none

replacement 
notification

none none desirable required desirable none

→

8.6.2 	 Inclusive Directory Caches
We can design directory caches that are more cost-effective by exploiting the observation that we 
need only cache directory states for blocks that are being cached on the chip. We refer to a directory 
cache as an inclusive directory cache if it holds directory entries for a superset of all blocks cached on 
the chip. An inclusive directory cache serves as a “perfect” directory cache that never misses for ac-
cesses to blocks cached on chip. There is no need to store a complete directory in DRAM. A miss 
in an inclusive directory cache indicates that the block is in state I; a miss is not the precursor to 
accessing some backing directory store.

We now discuss two inclusive directory cache designs, plus an optimization that applies to 
both designs.

8.6.2.1 	 Inclusive Directory Cache Embedded in Inclusive LLC
The simplest directory cache design relies on an LLC that maintains inclusion with the upper-level 
caches. Cache inclusion means that if a block is in an upper-level cache then it must also be present 
in a lower-level cache. For the system model of Figure 8.1, LLC inclusion means that if a block is 
in a core’s L1 cache, then it must also be in the LLC. 
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A consequence of LLC inclusion is that if a block is not in the LLC, it is also not in an L1 
cache and thus must be in state I for all caches on the chip. An inclusive directory cache exploits this  
property by embedding the coherence state of each block in the LLC. If a coherence request is 
sent to the LLC/directory controller and the requested address is not present in the LLC, then the 
directory controller knows that the requested block is not cached on-chip and thus is in state I in 
all the L1s. 

Because the directory mirrors the contents of the LLC, the entire directory cache may be em-
bedded in the LLC simply by adding extra bits to each block in the LLC. These added bits can lead 
to non-trivial overhead, depending on the number of cores and the format in which directory state 
is represented. We illustrate the addition of this directory state to an LLC cache block in Figure 8.9, 
comparing it to an LLC block in a system without the LLC-embedded directory cache. 

Unfortunately, LLC inclusion has several important drawbacks. First, while LLC inclusion 
can be maintained automatically for private cache hierarchies (if the lower-level cache has sufficient 
associativity [4]), for the shared caches in our system model, it is generally necessary to send spe-
cial “Recall” requests to invalidate blocks from the L1 caches when replacing a block in the LLC 
(discussed further in Section 8.6.2.3). More importantly, LLC inclusion requires maintaining re-
dundant copies of cache blocks that are in upper-level caches. In multicore processors, the collective 
capacity of the upper-level caches may be a significant fraction of (or sometimes, even larger than) 
the capacity of the LLC. 

8.6.2.2 	 Standalone Inclusive Directory Cache
We now present an inclusive directory cache design that does not rely on LLC inclusion. In this 
design, the directory cache is a standalone structure that is logically associated with the directory 
controller, instead of being embedded in the LLC itself. For the directory cache to be inclusive, it 
must contain directory entries for the union of the blocks in all the L1 caches because a block in the 
LLC but not in any L1 cache must be in state I. Thus, in this design, the directory cache consists 
of duplicate copies of the tags at all L1 caches. Compared to the previous design (Section 8.6.2.1), 

FIGURE 8.9: The cost of implementing the LLC-embedded directory cache



162  A Primer on Memory Consistency and Cache Coherence

this design is more flexible, by virtue of not requiring LLC inclusion, but it has the added storage 
cost for the duplicate tags. 

This inclusive directory cache has some significant implementation costs. Most notably, it 
requires a highly associative directory cache. (If we embed the directory cache in an inclusive LLC 
(Section 8.6.2.1), then the LLC must also be highly associative.) Consider the case of a chip with 
C cores, each of which has a K-way set-associative L1 cache. The directory cache must be C*K-way 
associative to hold all L1 cache tags, and the associativity unfortunately grows linearly with core 
count. We illustrate this issue for K=2 in Figure 8.10. 

The inclusive directory cache design also introduces some complexity, in order to keep the 
directory cache up-to-date. When a block is evicted from an L1 cache, the cache controller must 
notify the directory cache regarding which block was replaced by issuing an explicit PutS request 
(e.g., we cannot use a protocol with a silent eviction, as discussed in Section 8.7.4). One common 
optimization is to piggy-back the explicit PutS on the GetS or GetX request. Since the index bits 
must be the same, the PutS can be encoded by specifying which way was replaced. This is some-
times referred to as a “replacement hint,” although in general it is required (and not truly a “hint”).

8.6.2.3 	 Limiting the Associativity of Inclusive Directory Caches
To overcome the cost of the highly-associative directory cache in the previous implementation, 
we present a technique for limiting its associativity. Rather than design the directory cache for the 
worst-case situation (C*K associativity), we limit the associativity by not permitting the worst-case 
to occur. That is, we design the directory cache to be A-way set associative, where A<C*K, and we 
do not permit more than A entries that map to a given directory cache set to be cached on chip. 
When a cache controller issues a coherence request to add a block to its cache, and the correspond-
ing set in the directory cache is already full of valid entries, then the directory controller first evicts  
one of the blocks in this set from all caches. The directory controller performs this eviction by issu-

FIGURE 8.10: Inclusive directory cache structure (assumes 2-way L1 caches). Each entry is the tag 
corresponding to that set and way for the core at the top of the column.
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ing a “Recall” request to all of the caches that hold this block in a valid state, and the caches respond 
with acknowledgments. Once an entry in the directory cache has been freed up via this Recall, then 
the directory controller can process the original coherence request that triggered the Recall. 

The use of Recalls overcomes the need for high associativity in the directory cache but, 
without careful design, it could lead to poor performance. If the directory cache is too small, then 
Recalls will be frequent and performance will suffer. Conway et al. [6] propose a rule of thumb that 
the directory cache should cover at least the size of the aggregate caches it includes, but it can also 
be larger to reduce the rates of recalls. Also, to avoid unnecessary Recalls, this scheme works best 
with non-silent evictions of blocks in state S. With silent evictions, unnecessary Recalls will be sent 
to caches that no longer hold the block being recalled. 

8.6.3 	 Null Directory Cache (with no backing store)
The least costly directory cache is to have no directory cache at all. Recall that the directory state 
helps prune the set of coherence controllers to which to forward a coherence request. But as with 
Coarse Directories (Section 8.5.1), if this pruning is done incompletely, the protocol still works 
correctly, but unnecessary messages are sent and the protocol is less efficient than it could be. Taken 
to the extreme, a Dir0B protocol (Section 8.5.2) does no pruning whatsoever, in which case it does 
not actually need a directory at all (or a directory cache). Whenever a coherence request arrives at 
the directory controller, the directory controller simply forwards it to all caches (i.e., broadcasts the 
forwarded request). This directory cache design, which we call the Null Directory Cache, may seem 
simplistic, but it is popular for small- to medium-scale systems because it incurs no storage cost. 

One might question the purpose of a directory controller if there is no directory state, but it 
serves two important roles. First, as with all other systems in this chapter, the directory controller 
is responsible for the LLC; it is, more precisely, an LLC/directory controller. Second, the directory 
controller serves as an ordering point in the protocol; if multiple cores concurrently request the same 
block, the requests are ordered at the directory controller. The directory controller resolves which 
request happens first. 

8.7	 PERFORMANCE AND SCALABILITY OPTIMIZATIONS
In this section, we discuss several optimizations to improve the performance and scalability of direc-
tory protocols.

8.7.1 	 Distributed Directories
So far we have assumed that there is a single directory attached to a single monolithic LLC. This 
design clearly has the potential to create a performance bottleneck at this shared, central resource. 
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The typical, general solution to the problem of a centralized bottleneck is to distribute the resource. 
The directory for a given block is still fixed in one place, but different blocks can have different 
directories. 

In older, multi-chip multiprocessors with N nodes—each node consisting of multiple chips, 
including the processor core and memory—each node typically had 1/N of the memory associated 
with it and the corresponding 1/Nth of the directory state. 

We illustrate such a system model in Figure 8.11. The allocation of memory addresses to 
nodes is often static and often easily computable using simple arithmetic. For example, in a system 
with N directories, block B’s directory entry might be at directory B modulo N. Each block has a 
home, which is the directory that holds its memory and directory state. Thus, we end up with a sys-
tem in which there are multiple, independent directories managing the coherence for different sets 
of blocks. Having multiple directories provides greater bandwidth of coherence transactions than 
requiring all coherence traffic to pass through a single, central resource. Importantly, distributing 
the directory has no impact on the coherence protocol. 

In today’s world of multicore processors with large LLCs and directory caches, the approach 
of distributing the directory is logically the same as in the traditional multi-chip multiprocessors. 
We can distribute (bank) the LLC and directory cache. Each block has a home bank of the LLC 
with its associated bank of the directory cache. 

8.7.2 	 Non-Stalling Directory Protocols
One performance limitation of the protocols presented thus far is that the coherence controllers 
stall in several situations. In particular, the cache controllers stall when they receive forwarded 
requests for blocks in certain transient states, such as IMA. In Tables 8.8 and 8.9, we present a vari-
ant of the baseline MSI protocol that does not stall in these scenarios. For example, when a cache 

FIGURE 8.11: Multiprocessor system model with distributed directory.
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controller has a block in state IMA and receives a Fwd-GetS, it processes the request and changes 
the block’s state to IMAS. This state indicates that after the cache controller’s GetM transaction 
completes (i.e., when the last Inv-Ack arrives), the cache controller will change the block state to 
S. At this point, the cache controller must also send the block to the requestor of the GetS and to 
the directory, which is now the owner. By not stalling on the Fwd-GetS, the cache controller can 
improve performance by continuing to process other forwarded requests behind that Fwd-GetS in 
its incoming queue. 

TABLE 8.8:  Non-stalling MSI Directory Protocol—Cache Controller 
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IMASI stall stall stall ack-- send data to 
Req and Dir/I
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Req/I

S hit send GetM 
to Dir/SMAD

send PutS 
to Dir/SIA
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Req/I

SMAD hit stall stall stall stall send Inv-Ack to 
Req/IMAD

-/M -/SMA -/M ack--
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TABLE 8-9.  Non-stalling MSI Directory Protocol - Directory Controller. 
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Owner, add Req 
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Owner/SD
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Owner, set Owner to 
Req

send Put-Ack to 
Req

send Put-Ack to 
Req

copy data to mem-
ory, send Put-Ack 
to Req, clear 
Owner/I

send Put-Ack to 
Req

SD stall stall send Put-Ack to 
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send Put-Ack to 
Req, remove Req 
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remove Req from 
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A complication in the non-stalling protocol is that, while in state IMAS, a Fwd-GetM could 
arrive. Instead of stalling, the cache controller processes this request and changes the block’s state 
to IMASI (in I, going to M, waiting for Inv-Acks, then will go to S and then to I). A similar set 
of transient states arises for blocks in SMA. Removing stalling leads to more transient states, in 
general, because the coherence controller must track (using new transient states) the additional 
messages it is processing instead of stalling. 

We did not remove the stalls from the directory controller. As with the memory controllers 
in the snooping protocols in Chapter 7, we would need to add an impractically large number of 
transient states to avoid stalling in all possible scenarios. 

8.7.3 	 Interconnection Networks Without Point-to-Point Ordering
We mentioned in Section 8.2, when discussing the system model of our baseline MSI directory 
protocol, that we assumed that the interconnection network provides point-to-point ordering for 
the Forwarded Request network. At the time, we claimed that point-to-point ordering simplifies 
the architect’s job in designing the protocol because ordering eliminates the possibility of certain 
races.

We now present one example race that is possible if we do not have point-to-point ordering 
in the interconnection network. We assume the MOSI protocol from Section 8.4. Core C1’s cache 
owns a block in state M. Core C2 sends a GetS request to the directory and core C3 sends a GetM 
request to the directory. The directory receives C2’s GetS first and then C3’s GetM. For both re-
quests, the directory forwards them to C1. 

TABLE 8.9:  Non-stalling MSI Directory Protocol—Directory Controller 
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With point-to-point ordering (illustrated in Figure 8.12): C1 receives the Fwd-GetS, re-
sponds with Data, and changes the block state to O. C1 then receives the Fwd-GetM, 
responds with Data, and changes the block state to I. This is the expected outcome. 
Without point-to-point ordering (illustrated in Figure 8.13): The Fwd-GetM from C3  
may arrive at C1 first. C1 responds with Data to C3 and changes the block state to I. The 
Fwd-GetS from C2 then arrives at C1. C1 is in I and cannot respond. The GetS request 
from C2 will never be satisfied and the system will eventually deadlock. 

The directory protocols we have presented thus far are not compatible with interconnection 
networks that do not provide point-to-point order for the Forwarded Request network. To make 
the protocols compatible, we would have to modify them to correctly handle races like the one 
described above. One typical approach to eliminating races like these is to add extra handshaking 
messages. In the example above, the directory could wait for the cache controller to acknowledge 
reception of each forwarded request sent to it before forwarding another request to it. 

•

•

FIGURE 8.12: Example with point-to-point ordering.

FIGURE 8.13: Example without point-to-point ordering. Note that C2’s Fwd-GetS arrives at C1 in 
state I and thus C1 does not respond.
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Given that point-to-point ordering reduces complexity, it would seem an obvious design 
decision. However, enforcing point-to-point ordering prohibits us from implementing some poten-
tially useful optimizations in the interconnection network. Notably, it prohibits the unrestricted use 
of adaptive routing. 

Adaptive routing enables a message to dynamically choose its path as it traverses the network, 
generally to avoid congested links or switches. Adaptive routing, although useful for spreading traf-
fic and mitigating congestion, enables messages between endpoints to take different paths and thus 
arrive in a different order than that in which they were sent. Consider the example in Figure 8.14, 
in which Switch A sends two messages, M1 and then M2, to Switch D. With adaptive routing, they 
take different paths, as shown in the figure. If there happens to be more congestion at Switch B than 
at Switch C, then M2 could arrive at Switch D before M1, despite being sent after M1.

8.7.4 	 Silent vs. Non-Silent Evictions of Blocks in State S
We designed our baseline directory protocol such that a cache cannot silently evict a block in state 
S (i.e., without issuing a PutS to notify the directory). To evict an S block, the cache must send a 
PutS to the directory and wait for a Put-Ack. Another option would be to allow silent evictions of 
S blocks. (A similar discussion could be made for blocks in state E, if one considers the E state to 
not be an ownership state, in which case silent evictions of E blocks are possible.)

Advantages of Silent PutS
The drawback to the explicit PutS is that it uses interconnection network bandwidth—albeit for 
small data-free PutS and Put-Ack messages—even in cases when it ends up not being helpful. For 
example if core C1 sends a PutS to the directory and then subsequently wants to perform a load to 
this block, C1 sends a GetS to the directory and re-acquires the block in S. If C1 sends this second 

FIGURE 8.14: Adaptive Routing Example.
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GetS before any intervening GetM requests from other cores, then the PutS transaction served no 
purpose but did consume bandwidth.

Advantages of Explicit PutS
The primary motivation for sending a PutS is that a PutS enables the directory to remove the cache 
no longer sharing the block from its list of sharers. There are three benefits to having a more precise 
sharer list. First, when a subsequent GetM arrives, the directory need not send an Invalidation to 
this cache. The GetM transaction is accelerated by eliminating the Invalidation and having to wait 
for the subsequent Inv-Ack. Second, in a MESI protocol, if the directory is precisely counting the 
sharers, it can identify situations in which the last sharer has evicted its block; when the directory  
knows there are no sharers, it can respond to a GetS with Exclusive data. Third, recall from Sec-
tion 8.6.2 that directory caches that use Recalls can benefit from having explicit PutS messages to 
avoid unnecessary Recall requests. 

A secondary motivation for sending a PutS, and the reason our baseline protocol does send a 
PutS, is that it simplifies the protocol by eliminating some races. Notably, without a PutS, a cache 
that silently evicts a block in S and then sends a GetS request to re-obtain that evicted block in S 
can receive an Invalidation from the directory before receiving the data for its GetS. In this situ-
ation, the cache does not know if the Invalidation pertains to the first period in which it held the 
block in S or the second period (i.e., whether the Invalidation is serialized before or after the GetS).  
The simplest solution to this race is to pessimistically assume the worst case (the Invalidation per-
tains to the second period) and always invalidate the block as soon as its data arrives. More efficient 
solutions exist, but complicate the protocol. 

8.8	 CASE STUDIES
In this section, we discuss several commercial directory coherence protocols. We start with a tradi-
tional multi-chip system, the SGI Origin 2000. We then discuss more recently developed directory 
protocols, including AMD’s Coherent HyperTransport and the subsequent HyperTransport Assist. 
Last, we present Intel’s QuickPath Interconnect (QPI). 

8.8.1	 SGI Origin 2000
The Silicon Graphics Origin 2000 [10] was a commercial multi-chip multiprocessor designed in 
the mid-1990s to scale to 1024 cores. The emphasis on scalability necessitated a scalable coherence 
protocol, resulting in one of the first commercial shared-memory systems using a directory proto-
col. The Origin’s directory protocol evolved from the design of the Stanford DASH multiproces-
sor [11], as the DASH and Origin had overlapping architecture teams. 
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As illustrated in Figure 8.15, the Origin consists of up to 512 nodes, where each node consists 
of two MIPS R10000 processors connected via a bus to a specialized ASIC called the Hub. Unlike 
similar designs, Origin’s processor bus does not exploit coherent snooping and simply connects the 
processors to each other and to the node’s Hub. The Hub manages the cache coherence protocol 
and interfaces the node to the interconnection network. The Hub also connects to the node’s por-
tion of the distributed memory and directory. The network does not support any ordering, even 
point-to-point ordering between nodes. Thus, if Processor A sends two messages to Processor B, 
they may arrive in a different order than that in which they were sent. 

The Origin’s directory protocol has a few distinguishing features that are worth discussing. 
First, because of its scalability, each directory entry contains fewer bits than necessary to represent 
every possible cache that could be sharing a block. The directory dynamically chooses, for each 
directory entry, to use either a coarse bit vector representation or a limited pointer representation 
(Section 8.5). 

A second interesting feature in the protocol is that because the network provides no ordering, 
there are several new coherence message race conditions that are possible. Notably, the examples 
from Section 8.7.3 are possible. To maintain correctness, the protocol must consider all of these 
possible race conditions introduced by not enforcing ordering in the network.

A third interesting feature is the protocol’s use of a non-ownership E state. Because the E 
state is not an ownership state, a cache can silently evict a block in state E (or state S). The Origin 
provides a special Upgrade coherence request to transition from S to E without needlessly request-
ing data, which is not unusual but does introduce a new race. There is a window of vulnerability 
between when processor P1 sends an Upgrade and when the Upgrade is serialized at the directory; 
if another processor’s GetM or Upgrade is serialized first, then P1’s state is I when its Upgrade 
arrives at the directory, and P1 in fact needs data. In this situation, the directory sends a negative 
acknowledgment (NACK) to P1, and P1 must send a GetM to the directory.

Another interesting feature of the Origin’s E state is how requests are satisfied when a pro-

FIGURE 8.15: SGI Origin.
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cessor is in E. Consider the case where processor P1 obtains a block in state E. If P2 now sends 
a GetS to the directory, the directory must consider that P1 (a) might have silently evicted the 
block, (b) might have an unmodified value of the block (i.e., with the same value as at memory), or  
(c) might have a modified value of the block. To handle all of these possibilities, the directory re-
sponds with data to P2 and also forwards the request to P1. P1 sends P2 either new data (if in M) 
or just an acknowledgment. P2 must wait for both responses to arrive to know which message’s data 
to use. 

One other quirk of the Origin is that it uses only two networks (request and response) in-
stead of the three required to avoid deadlock. A directory protocol has three message types (request, 
forwarded request, and response) and thus nominally requires three networks. Instead, the Origin 
protocol detects when deadlock could occur and sends a “backoff ” message to a requestor on the 
response network. The backoff message contains the list of nodes that the request needs to be sent 
to, and the requestor can then send to them on the request network. 

8.8.2 	 Coherent HyperTransport
Directory protocols were originally developed to meet the needs of highly scalable systems, and 
the SGI Origin is a classic example of such a system. Recently, however, directory protocols have 
become attractive even for small- to medium-scale systems because they facilitate the use of point-
to-point links in the interconnection network. This advantage of directory protocols motivated the 
design of AMD’s Coherent HyperTransport (HT) [5]. Coherent HT enables glueless connections 
of AMD processors into small-scale multiprocessors. Perhaps ironically, Coherent HT actually uses 
broadcasts, thus demonstrating that the appeal of directory protocols in this case is the use of point-
to-point links, rather than scalability. 

AMD observed that systems with up to eight processor chips can be built with only three 
point-to-point links per chip and a maximum chip-to-chip distance of three links. Eight proces-
sor chips, each of which can have 6-cores in current generation technology, means a system with a 
respectable 48 cores. To keep the protocol simple, Coherent HT uses a variation on a Dir0B direc-
tory protocol (Section 8.5.2) that stores no stable directory state. Any coherence request sent to the 
directory is forwarded to all cache controllers (i.e., broadcast). Coherent HT can also be thought 
of as an example of a null directory cache: requests always miss in the (null) directory cache, so it 
always broadcasts. Because of the broadcasts, the protocol does not scale to large-scale systems, but 
that was not the goal. 

In a system with Coherent HT, each processor chip contains some number of cores, one 
or more integrated memory controllers, one or more integrated HyperTransport controllers, and  
between one and three Coherent HT links to other processor chips. A “node” consists of a processor 
chip and its associated memory for which it is the home. 
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There are many viable interconnection network topologies, such as the four-node system 
shown in Figure 8.16. Significantly, this protocol does not require a total order of coherence re-
quests, which provides greater flexibility for the interconnection network. 

A coherence transaction works as follows. A core unicasts a coherence request to the directory 
controller at the home node, as in a typical directory protocol. Because the directory has no state 
and thus cannot determine which cores need to observe the request, the directory controller then 
broadcasts the forwarded request to all cores, including the requestor. (This broadcast is like what 
happens in a snooping protocol, except that the broadcast is not totally ordered and does not origi-
nate with the requestor.) Each core then receives the forwarded request and sends a response (either 
data or an acknowledgment) to the requestor. Once the requestor has received all of the responses, 
it sends a message to the directory controller at the home node to complete the transaction. 

Looking at this protocol, one can view it as the best or worst of both worlds. Optimistically, 
it has point-to-point links with no directory state or complexity, and it is sufficiently scalable for up 
to eight processors. Pessimistically, it has the long three-hop latency of directories—or four hops, if 
you consider the message from the requestor to the home to complete the transaction, although this 
message is not on the critical path—with the high broadcast traffic of snooping. In fact, Coherent 
HT uses even more bandwidth than snooping because all broadcasted forwarded requests generate 
a response. The drawbacks of Coherent HT motivated an enhanced design called HyperTransport 
Assist [6]. 

8.8.3	 HyperTransport Assist
For the 12-core AMD Opteron processor-based system code-named Magny Cours, AMD devel-
oped HyperTransport Assist [6]. HT Assist enhances Coherent HT by eliminating the need to 

FIGURE 8.16: Four-node Coherent HyperTransport System (adapted from [5]).
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broadcast every forwarded coherence request. Instead of the Dir0B-like protocol of Coherent HT, 
HT Assist uses a directory cache similar to the design described in Section 8.6.2. Each multicore 
processor chip has an inclusive directory cache that has a directory entry for every block (a) for 
which it is the home and (b) that is cached anywhere in the system. There is no DRAM directory, 
thus preserving one of the key features of Coherent HT. A miss in the directory cache indicates 
that the block is not cached anywhere. HT Assist’s directory cache uses Recall requests to handle 
situations in which the directory cache is full and needs to add a new entry. Although HT Assist 
appears from our description thus far to be quite similar to the design in Section 8.6.2, it has several 
distinguishing features that we present in greater detail. 

First, the directory entries provide only enough information to determine whether a coher-
ence request must be forwarded to all cores, forwarded to a single core, or satisfied by the home 
node’s memory. That is, the directory does not maintain sufficient state to distinguish needing to 
forward a request to two cores from needing to forward the request to all cores. This design decision 
eliminated the storage cost of having to maintain the exact number of sharers of each block; instead, 
two directory states distinguish “one sharer” from “more than one sharer.”

Second, the HT Assist design is careful to avoid incurring a large number of Recalls. AMD 
adhered to a rule of thumb that there should be at least twice as many directory entries as cached 
blocks. Interestingly, AMD chose not to send explicit PutS requests; their experiments apparently 
convinced them that the additional PutS traffic was not worth the limited benefit in terms of a 
reduction in Recalls. 

Third, the directory cache shares the LLC. The LLC is statically partitioned by the BIOS 
at boot time, and the default is to allocate 1MB to the directory cache and allocate the remaining 
5MB to the LLC itself. Each 64-byte block of the LLC that is allocated to the directory cache is 
interpreted as 16 4-byte directory entries, organized as four 4-way set-associative sets. 

8.8.4 	 Intel QPI
Intel developed its QuickPath Interconnect (QPI) [9, 12] for connecting processor chips starting 
with the 2008 Intel Core microarchitecture, and QPI first shipped in the Intel Core i7-9xx pro-
cessor. Prior to this, Intel connected processor chips with a shared-wire bus called the Front-Side 
Bus (FSB). FSB evolved from a single shared bus to multiple buses, but the FSB approach was 
fundamentally bottlenecked by the electrical signaling limits of the buses. To overcome this limita-
tion, Intel designed QPI to connect processor chips with point-to-point (i.e., non-bus) links. QPI 
specifies multiple levels of the networking stack, from physical layer to protocol layer. For purposes 
of this primer, we focus on the protocol layer here. 

QPI supports five stable coherence states, the typical MESI states and the F(orward) state. 
The F state is a clean, read-only state, and it is distinguished from the S state because a cache with 
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a block in F may respond with data (i.e., forward the data) to coherence requests. Only one cache 
may hold a block in F at a given time. The F state is somewhat similar to the O state, but differs in 
that a block in F is not dirty and can thus be silently evicted; a cache that wishes to evict a block in O 
must copy the block back to memory. The benefit of the F state is that it allows read-only data to be 
sourced from a cache, which is often faster than sourcing it from memory (which usually responds 
to requests when a block is read-only). 

QPI provides two different protocol modes, depending on the size of the system: “home 
snoop” and “source snoop.” 

QPI’s Home Snoop mode is effectively a scalable directory protocol (i.e., do not be confused 
by the word “snoop” in its name�). As with typical directory protocols, a core C1 issues a request to 
the directory at the home node C2, and the directory forwards that request to only the node(s) that 
need to see it, say C3 (the owner in M). C3 responds with data to C1 and also sends a message to 
C2 to notify the directory. When the directory at C2 receives the notification from C3, it sends a 
“completion” message to C1, at which point C1 may use the data it received from C3. The directory 
serves as the serialization point in the protocol and resolves message races. 

QPI’s Source Snoop protocol mode is designed to have lower-latency coherence transactions, 
at the expense of not scaling well to large systems with many nodes. A core C1 broadcasts a request 
to all nodes, including the home. Each core responds to the home with a “snoop response” that 
indicates what state the block was in at that core; if the block was in state M, then the core sends 
the block to the requestor in addition to the snoop response to the home. Once the home has re-
ceived all of the snoop responses for a request, the request has been ordered. At this point, the home 
either sends data to the requestor (if no core owned the block in M) or a non-data message to the 
requestor; either message, when received by the requestor, completes the transaction. 

Source Snoop’s use of broadcast requests is similar to a snooping protocol, but with the criti-
cal difference of the broadcast requests not traveling on a totally ordered broadcast network. Be-
cause the network is not totally ordered, the protocol must have a mechanism to resolve races (i.e., 
when two broadcasts race, such that core C1 sees broadcast A before broadcast B and core C2 sees 
B before A). This mechanism is provided by the home node, albeit in a way that differs from typical 
race ordering in directory protocols. Typically, the directory at the requested block’s home orders 
two racing requests based on which request arrives at the home first. QPI’s Source Snoop, instead, 
orders the requests based on which request’s snoop responses have all arrived at the home. 

Consider the race situation in which block A is initially in state I in the caches of both C1 
and C2. C1 and C2 both decide to broadcast GetM requests for A (i.e., send a GetM to the other 
core and to the home). When each core receives the other core’s GetM, it sends a snoop response 

� Intel uses the word “snoop” to refer to what a core does when it receives a coherence request from another node. 
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to the home. Assume that C2’s snoop response arrives at the home before C1’s snoop response. In 
this case, C1’s request is ordered first and the home sends data to C1 and informs C1 that there is a 
race. C1 then sends an acknowledgment to the home, and the home subsequently sends a message 
to C1 that both completes C1’s transaction and tells C1 to send the block to C2. Handling this race 
is somewhat more complicated than in a typical directory protocol in which requests are ordered 
when they arrive at the directory. 

Source Snoop mode uses more bandwidth than Home Snoop, due to broadcasting, but Source 
Snoop’s common case (no race) transaction latency is less. Source Snoop is somewhat similar to  
Coherent HyperTransport, but with one key difference. In Coherent HT, a request is unicasted 
to the home, and the home broadcasts the request. In Source Snoop, the requestor broadcasts the 
request. Source Snoop thus introduces more complexity in resolving races because there is no single 
point at which requests can be ordered; Coherent HT uses the home for this purpose. 

8.9	 DISCUSSION AND THE FUTURE OF DIRECTORY  
PROTOCOLS

Directory protocols have come to dominate the market. Even in small-scale systems, directory 
protocols are more common that snooping protocols, largely because they facilitate the use of point-
to-point links in the interconnection network. Furthermore, directory protocols are the only option 
for systems requiring scalable cache coherence. Although there are numerous optimizations and 
implementation tricks that can mitigate the bottlenecks of snooping, fundamentally none of them 
can eliminate these bottlenecks. For systems that need to scale to hundreds or even thousands of 
nodes, a directory protocol is the only viable option for coherence. Because of their scalability, we 
anticipate that directory protocols will continue their dominance for the foreseeable future.

It is possible, though, that future highly scalable systems will not be coherent or at least not 
coherent across the entire system. Perhaps such systems will be partitioned into subsystems that are 
coherent, but coherence is not maintained across the subsystems. Or perhaps such systems will fol-
low the lead of supercomputers, like those from Cray, that have either not provided coherence [14] 
or have provided coherence but restricted what data can be cached [1].
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In Chapters 7 and 8, we have presented snooping and directory coherence protocols in the context 
of the simplest system models that were sufficient for explaining the fundamental issues of these 
protocols. In this chapter, we extend our presentation of coherence in several directions. In Sec-
tion 9.1, we discuss the issues involved in designing coherence protocols for more sophisticated 
system models. In Section 9.2, we describe optimizations that apply to both snooping and directory 
protocols. In Section 9.3, we explain how to ensure that a coherence protocol remains live (i.e., 
avoids deadlock, livelock, and starvation). In Section 9.4, we present token coherence protocols 
[11], a recently developed class of protocols that subsumes both snooping and directory protocols. 
We conclude in Section 9.5 with a brief discussion of the future of coherence. 

9.1	 SYSTEM MODELS
Thus far, we have assumed a simple system model, in which each processor core has a single-level 
write-back data cache that is physically addressed. This system model omitted numerous features that 
are typically present in commercial systems, such as instruction caches (Section 9.1.1), translation 
lookaside buffers (Section 9.1.2), virtually addressed caches (Section 9.1.3), write-through caches 
(Section 9.1.4), coherent DMA (Section 9.1.5), and multiple levels of caches (Section 9.1.6).

9.1.1	 Instruction Caches
All modern cores have at least one level of instruction cache, raising the question of whether  
and how to support instruction cache coherence. Although truly self-modifying code is rare, cache 
blocks containing instructions may be modified when the operating system loads a program or 
library, a just-in-time ( JIT) compiler generates code, or a dynamic run-time system re-optimizes a 
program.

Adding instruction caches to a coherence protocol is superficially straightforward; blocks 
in an instruction cache are read-only and thus in either stable state I or S. Furthermore, the core 
never writes directly to the instruction cache; a core modifies code by performing stores to its data 
cache. Thus, the instruction cache’s coherence controller takes action only when it observes a GetM 
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from another cache (possibly its own L1 data cache) to a block in state S and simply invalidates the 
block.

Instruction cache coherence differs from data cache coherence for several reasons. Most im-
portantly, once fetched, an instruction may remain buffered in the core’s pipeline for many cycles 
(e.g., consider a core that fills its 128-instruction window with a long sequence of loads, each of 
which misses all the way to DRAM). Software that modifies code needs some way to know when a 
write has affected the fetched instruction stream. Some architectures, such as the AMD Opteron, 
address this issue using a separate structure that tracks which instructions are in the pipeline. If 
this structure detects a change to an in-flight instruction, it flushes the pipeline. However, because 
instructions are modified far less frequently than data, other architectures require the software to 
explicitly manage coherence. For example, the Power architecture provides the icbi (instruction 
cache block invalidate) instruction to invalidate an instruction cache entry.

9.1.2	 Translation Lookaside Buffers (TLBs)
Translation lookaside buffers (TLBs) are caches that hold a special type of data: translations from 
virtual to physical addresses. As with other caches, they must be kept coherent. Like instruction 
caches, they have not historically participated in the same all-hardware coherence protocols that 
handle data caches. The traditional approach to TLB coherence is TLB shootdown [17], a software-
managed coherence scheme that may or may not have some hardware support. In a classic imple-
mentation, a core invalidates a translation entry (e.g., by clearing the page table entry’s PageValid 
bit) and sends an inter-processor interrupt to all cores. Each core receives its interrupt, traps to a 
software handler, either invalidates the specific translation entry from its TLBs or flushes all entries 
from its TLBs (depending upon the platform). Each core must also ensure that there are no instruc-
tions in flight which are using the now-stale translation, typically by flushing the pipeline. Each 
core then sends an acknowledgment back to the initiating core, using an interprocessor interrupt. 
The initiating core waits for all of the acknowledgments, ensuring that all stale translation entries 
have been invalidated, before modifying the translation (or reusing the physical page). Some archi-
tectures provide special support to accelerate TLB shootdown. For example, the Power architecture 
eliminates costly inter-processor interrupts by using a special tlbie (TLB invalidate entry) instruc-
tion; the initiating core executes a tlbie instruction, which broadcasts the invalidated virtual page 
number to all the cores and completes only once all cores have completed the invalidation. 

Recent research proposed eliminating TLB shootdown and instead incorporating the TLBs 
into the existing all-hardware coherence protocol for the data and instruction caches [15]. This all-
hardware solution is more scalable than TLB shootdown, but it requires a modification to the TLBs 
to enable them to be addressable in the same way as the data and instruction caches. That is, the 
TLBs must snoop the physical addresses of the blocks that hold translations in memory.
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9.1.3	 Virtual Caches 
Most caches in current systems—and all caches discussed thus far in this primer—are accessed with 
physical addresses, yet caches can also be accessed with virtual addresses. We illustrate both options 
in Figure 9.1. A virtually addressed cache (“virtual cache”) has one key advantage with respect to 
a physically addressed cache (“physical cache”): the latency of address translation is off the critical 
path.� This latency advantage is appealing for level-one caches, where latency is critical, but gener-
ally less compelling for lower level caches where latencies are less critical. Virtual caches, however, 
pose a few challenges to the architect of a coherence protocol:

Coherence protocols invariably operate on physical addresses, for compatibility with main 
memory, which would otherwise require its own TLB. Thus, when a coherence request ar-
rives at a virtual cache, the request’s address must undergo reverse translation to obtain the 
virtual address with which to access the cache. 
Virtual caches introduce the problem of synonyms. Synonyms are multiple virtual addresses 
that map to the same physical address. Without mechanisms in place to avoid synonyms, 
it is possible for synonyms to simultaneously exist in a virtual cache. Thus, not only does a 
virtual cache requires a mechanism for reverse translation but also any given reverse transla-
tion could result in multiple virtual addresses. 

Because of the complexity of implementing virtual caches, they are rarely used in current 
systems. However, they have been used in a number of earlier systems, and it is possible that they 
could become more relevant again in the future. 

�A cache that is virtually indexed and physically tagged has this same advantage without the shortcomings of virtual 
caches.

•

•

FIGURE 9.1: Physical vs. virtual addressed caches
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9.1.4	 Write-Through Caches
Our baseline system model assumes writeback L1 data caches and a shared writeback LLC. The 
other option, write-through caches, has several advantages and disadvantages. The obvious disad-
vantages include significantly greater bandwidth and power to write data through to the next lower 
level of the memory hierarchy. In modern systems, these disadvantages effectively limit the write-
through/writeback decision to the L1 cache.

The advantages of write-through L1s include the following:

A significantly simpler two state VI (Valid and Invalid) coherence protocol. Stores write 
through to the LLC and invalidate all Valid copies in other caches.
An L1 eviction requires no action, besides changing the L1 state to Invalid, because the 
LLC always holds up-to-date data.
When the LLC handles a coherence request, it can respond immediately because it always 
has up-to-date data.
When an L1 observes another core’s write, it needs only to change the cache block’s state to 
Invalid. Importantly, this allows the L1 to represent each block’s state with a single, clear-
able flip-flop, eliminating complex arbitration or dual-ported state RAMs.
Finally, write-through caches also facilitate fault tolerance. Although a detailed discussion 
is outside the scope of this primer, a write-through L1 cache never holds the only copy of 
a block because the LLC always holds a valid copy. This allows the L1 to use only parity 
because it can always just invalidate a block with a parity error.

Write-through caches pose some challenges with multithreaded cores and shared L1  
caches. Recall that TSO requires write atomicity, and thus all threads (except the thread performing 
the store) must see the store at the same time. Thus, if two threads T0 and T1 share the same L1 
data cache, T0’s store to block A must prevent T1 from accessing the new value until all copies in 
other caches have been invalidated (or updated). Despite these complications and disadvantages, 
several current designs use write-through L1 caches, including the Sun Niagara processors and the 
newly announced AMD Bulldozer.

9.1.5	 Coherent Direct Memory Access (DMA)
In Chapter 2, when we first introduced coherence, we observed that incoherence can arise only if 
there are multiple actors that can read and write to caches and memory. Today, the most obvious 
collection of actors are the multiple cores on a single chip, but the cache coherence problem first 
arose in systems with a single core and direct memory access (DMA). A DMA controller is an actor 
that reads and writes memory under explicit system software control, typically at the page granular-

•
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ity. A DMA operation that reads memory should find the most recent version of each block, even if 
the block resides in a cache in state M or O. Similarly, a DMA operation that writes memory needs 
to invalidate all stale copies of the block.

It is straightforward to provide coherent DMA by adding a coherent cache to the DMA 
controller, and thus having DMA participate in the coherence protocol. In such a model, a DMA 
controller is indistinguishable from a dedicated core, guaranteeing that DMA reads will always find 
the most recent version of a block and DMA writes will invalidate all stale copies. 

However, adding a coherent cache to a DMA controller is undesirable for several reasons. 
First, DMA controllers have very different locality patterns than conventional cores, and they 
stream through memory with little, if any, temporal reuse. Thus, DMA controllers have little use 
for a cache larger than a single block. Second, when a DMA controller writes a block, it generally 
writes the entire block. Thus, fetching a block with a GetM is wasteful, since the entire data will be 
overwritten. Many coherence protocols optimize this case using special coherence operations. We 
could imagine adding a new GetM-NoData request to the protocols in this primer, which seeks M 
permission but expects only an acknowledgment message rather than a Data message. Other pro-
tocols use a special PutNewData message, which updates memory and invalidates all other copies 
including those in M and O.

DMA can also be made to work without hardware cache coherence, by requiring the operat-
ing system to selectively flush caches. For example, before initiating a DMA to or from a page P, the 
operating system could force all caches to flush page P using a protocol similar to TLB Shootdown 
(or using some other page flushing hardware support). This approach is inefficient, and thus gener-
ally only seen in some embedded systems, because the operating system must conservatively flush a 
page even if none of its blocks are in any cache.

9.1.6	 Multi-Level Caches and Hierarchical Coherence Protocols
Our baseline system assumes a single multicore chip with two levels of cache: private level-one 
data (L1) caches for each core and a shared last-level memory-side cache that holds both data and 
instructions (LLC). But many other combinations of chips and caches are possible. For example, 
the recent Intel Nehalem and AMD Opteron processors support systems with multiple multicore 
chips as well as an additional level of private (per core) L2 caches. Figure 9.2 illustrates a system 
with two multicore processors, each having two cores with private L2 caches between the private 
L1s and shared LLC.

We next discuss multiple levels of caches on a single multicore chip (Section 9.1.6.1), systems 
with multiple multicore processors (Section 9.1.6.2), and hierarchical coherence protocols (Sec-
tion 9.1.6.3).
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9.1.6.1	 Multi-level Caches
With multiple levels of caches, the coherence protocol must be sure to keep all of these caches co-
herent. Perhaps the most straightforward solution is to treat each cache completely independently. 
For example, the L1, L2, and LLC could each independently process all incoming coherence re-
quests; this is the approach taken by the AMD Opteron [1].

However, we can also design the cache hierarchy such that not every cache needs to snoop 
every coherence request. As discussed in Section 8.6, a key design option is whether and which 
caches to make inclusive. An L2 is inclusive if it contains a superset of the blocks in the L1 caches. 
Consider the case of an inclusive L2 when the L2 snoops a GetM for block B from another core. If 
B is not in the L2, then there is no need to also snoop the L1 caches because B cannot be in any of 
them. Thus, an inclusive L2 cache can serve as a filter that reduces the amount of coherence request 
traffic that must be snooped by the L1 caches. If instead B is in the L2, then B might also be in the 
L1 caches and then the L1 caches must also snoop the request. This is the approach taken by the 
AMD Bulldozer.

Inclusion’s benefit—the reduction in L1 snoop bandwidth—must be traded off against the 
space wasted by redundant storage of inclusive blocks. The cache hierarchy can hold a greater number 
of distinct blocks if it is exclusive (i.e., if a block is in the L2 then it is not in the L1 caches) or non-
inclusive (neither inclusive nor exclusive). Another reason not to provide inclusion is to avoid the com-
plexity of maintaining inclusion (i.e., invalidating a block from the L1 when an L2 evicts that block).

9.1.6.2	 Multiple Multicore Processors
Larger systems can be built by composing multiple multicore processor chips. While a full treat-
ment of scalable systems is beyond the scope of this primer, we examine one key issue: how to 

FIGURE 9.2: System with multiple multicore chips
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use the LLC. In single-chip systems, the LLC is a memory-side cache logically associated with 
memory and thus can be largely ignored as far as coherence is concerned. In multi-chip systems, the 
LLC can alternatively be viewed as another level of the memory hierarchy. We present the options 
from the perspective of a given chip (the “local” chip) and its local memory; other chips are “remote” 
chips. The LLC could be used as: 

A memory-side cache that holds blocks recently requested from the local memory. The 
requests could be either from only the local chip or from both local and remote chips.
A core-side cache that holds blocks recently requested by the cores on the chip. The blocks 
in the LLC could have homes on either this chip or other chips. In this case, the coherence 
protocol must usually operate among the LLCs and memories of the multiple multicore 
chips.

The LLC could also be used for both purposes, in a hybrid scheme. In a hybrid approach, the 
architects would have to decide how to allocate the LLC to these different demands. 

9.1.6.3	 Hierarchical Coherence Protocols
The protocols described in previous chapters are flat protocols, in that there was a single coherence 
protocol that every cache controller treats identically. However, once we introduce multiple levels of 
caches, we introduce the possible need for hierarchical coherence protocols. 

Some systems are naturally hierarchical, including systems comprised of multiple multicore 
chips. Within each chip, there could be an intra-chip protocol, and there could be an inter-chip 
protocol across the chips. Coherence requests that can be satisfied by the intra-chip protocol do not 
interact with the inter-chip protocol; only when a request cannot be satisfied by another node on 
the chip does the request get promoted to the inter-chip protocol. 

The choice of protocol at one level is largely independent of the choice at another level.  
For example, an intra-chip snooping protocol can be made compatible with an inter-chip directory 
protocol. Each chip would require a single directory controller that considers the entire chip to be 
a single node in the directory protocol. The inter-chip directory protocol could be identical to one 
of the directory protocols presented in Chapter 8, with the directory state naturally represented in 
a coarse fashion. Another possible hierarchical system could have directory protocols for both the 
intra- and inter-chip protocols, and the two directory protocols could be the same or even different 
from each other. 

An advantage of hierarchical protocols for hierarchical systems is that it enables the design 
of a simple, potentially non-scalable intra-chip design for the commodity chip. When designing a 
chip, it would be beneficial to not have to design a single protocol that scales to the largest possible 

•
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number of cores that could exist in a system. Such a protocol is likely to be overkill for the vast ma-
jority of systems that are comprised of a single chip. 

There are numerous examples of hierarchical protocols for hierarchical systems. The Sun 
Wildfire prototype [5] connects multiple snooping systems together with a higher level directory 
protocol. The AlphaServer GS320 [4] has two levels of directory protocols, one within each quad-
processor block and another across these blocks. The Stanford DASH machine [10] consisted of 
multiple snooping systems connected by a higher level directory protocol. 

In a system with hundreds or thousands of cores, it might not make much sense to have a 
single coherence protocol. The system may be more likely to be divided, either statically or dynami-
cally, into domains that each run a separate workload or separate virtual machine. In such a system, 
it may make sense to implement a hierarchical protocol that optimizes for intra-domain sharing yet 
still permits inter-domain sharing. Recent work by Marty and Hill [12] superposes a hierarchical 
coherence protocol on top of a multicore chip with a flat design. This design enables the common 
case—intra-domain sharing—to be fast while still allowing sharing across domains. 

9.2	 PERFORMANCE OPTIMIZATIONS
There is a long history of research into optimizing the performance of coherence protocols. Rather 
than present a high-level survey, we focus on two optimizations that are largely independent of 
whether the underlying coherence protocol is snooping or directory. Why these two optimizations? 
Because they can be effective and they illustrate the kinds of optimizations that are possible.

9.2.1	 Migratory Sharing Optimization
In many multithreaded programs, a common phenomenon is migratory sharing. For example, one 
core may read and then write a data block, then a second core may read and write it, and so on. 
This pattern commonly arises from critical sections (e.g., the lock variable itself ) in which the data 
block migrates from one core to another. In a typical protocol, each core performs a GetS transac-
tion to read the data and then a subsequent GetM transaction to get write permission for the same 
block. However, if the system can predict that the data conforms to a migratory sharing pattern, 
cores could get an exclusive copy of the block when they first read it, thus reducing both the latency 
and bandwidth to access the data [2, 14, 16]. The migratory optimization is similar to the E state 
optimization, except that it also needs to return an exclusive copy when the block is in state M in 
some cache, not just when the block is in state I in all caches.

There are two basic approaches to optimizing migratory sharing. First, one can use some 
hardware predictor to predict that a particular block exhibits a migratory sharing pattern and is-
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sue a GetM rather than a GetS on a load miss. This approach requires no change to the coherence 
protocol but introduces a few challenges:

Predicting migratory sharing: we must design a hardware mechanism to predict when a 
block is undergoing migratory sharing. A simple approach is to use a table to record which 
blocks were first obtained with a GetS and then subsequently written, requiring a GetM. 
On each load miss, the coherence controller could consult the predictor to determine 
whether a block exhibits a migratory sharing pattern. If so, it could issue a GetM request, 
rather than a GetS. 
Mispredictions: if a block is not migrating, then this optimization can hurt performance. 
Consider the extreme case of a system in which cores issue only GetM requests. Such a 
system would never permit multiple cores to share a block in a read-only state.

Alternatively, we can extend the coherence protocol with an additional Migratory M (MM) 
state. The MM state is equivalent to the state M, from a coherence perspective (i.e., dirty, exclusive, 
owned), but it indicates that the block was obtained by a GetS in response to a predicted migratory 
sharing pattern. If the local core proceeds to modify a block in MM, reinforcing the migratory shar-
ing pattern, it changes the block to state M. If a core in state M receives a GetS from another core, it 
predicts that the access will be migratory and sends exclusive data (invalidating its own copy). If the 
Other-GetS finds the block in state MM, the migratory pattern has been broken and the core sends 
a shared copy and reverts to S (or possibly O). Thus, if many cores make GetS requests (without 
subsequent stores and GetM requests), all cores will receive S copies.

Migratory sharing is just one example of a phenomenon that, if detected, can be exploited to 
improve the performance of coherence protocols. There have been many schemes that target spe-
cific phenomena, as well as more general approaches to predicting coherence events [13].

9.2.2	 False Sharing Optimizations
One performance problem that can plague coherence protocols is false sharing. False sharing oc-
curs when two cores are reading and writing different data that happen to reside on the same cache 
block. Even though the cores are not actually sharing the data on the block (i.e., the sharing is false), 
there can be a significant amount of coherence traffic between the cores for the block. This coher-
ence traffic hurts performance when a core is waiting for coherence permissions to access a block, 
and it increases the load on the interconnection network. The likelihood of false sharing occurring 
is a function of the block size—a larger block can hold more unrelated pieces of data and thus larger 

•
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blocks are more prone to false sharing—and the workload. There are at least two optimizations to 
mitigate the impact of false sharing:

Sub-block Coherence
Without reducing the block size, we can perform coherence at a finer, sub-block granularity [7]. 
Thus, it is possible for a block in a cache to have different coherence states for different sub-blocks. 
Sub-blocking reduces false sharing, but it requires extra state bits for each block to hold the sub-
block states. 

Speculation
An architect can develop a hardware mechanism to predict when a block that is invalid in a cache is 
the victim of false sharing [6]. If the predictor believes the block is invalid due to false sharing, the 
core can speculatively use the data in the block until it obtains coherence permissions to the block. 
If the prediction was correct, this speculation overcomes the latency penalty of false sharing, but it 
does not reduce the traffic on the interconnection network. 

9.3	 MAINTAINING LIVENESS
In Chapter 2, we defined coherence and the invariants that must be maintained by a coherence 
protocol. These invariants are safety invariants; if these invariants are maintained, then the proto-
col will never allow unsafe (incorrect) behavior. Facetiously, it is easy to provide safety because an 
unplugged computer never does anything incorrect! The key is to provide both safety and liveness, 
where providing liveness requires the prevention of three classes of situations: deadlock, livelock, 
and starvation. 

9.3.1	 Deadlock 
As discussed briefly in Section 8.2.3, deadlock is the situation in which two or more actors wait for 
each other to perform some action, and thus never make progress. Typically, deadlock results from a 
cycle of resource dependences. Consider the simple case of two nodes A and B and two resources X 
and Y. Assume A holds resource X and B holds resource Y. If A requests Y and B requests X, then 
unless one node relinquishes the resource it already holds, these two nodes will deadlock. We illus-
trate this cyclical dependence graph in Figure 9.3. More generally, deadlock can result from cycles 
involving many nodes and resources. Note that partial deadlocks (e.g., the simple case of deadlock 
between only nodes A and B) can quickly become complete system deadlocks when other nodes 
wait for deadlocked nodes to perform some action (e.g., node C requests resource X).
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Protocol Deadlocks
In coherence protocols, deadlock can arise at the protocol level, at cache resource allocation, and 
in the network. Protocol deadlocks arise when a coherence controller waits for a message that will 
never be sent. For example, consider a (buggy) directory protocol that does not wait for a Put-Ack 
after sending a PutS, and instead immediately transitions to state I. If the directory controller sends 
an Inv (e.g., in response to core C1’s GetM request) to core C0 at the same time that core C0 sends 
a PutS to the directory, then C1 will never get an Inv-Ack from core C0 and will deadlock waiting 
for it. Such deadlocks represent protocol errors and usually arise from untested race conditions.

Cache Resource Deadlocks
Cache resource deadlocks arise when a cache controller must allocate a resource before perform-
ing some action. These deadlocks typically arise either when handling another core’s request or on 
writebacks. For example, consider a cache controller that has a set of shared buffers (e.g., transaction 
buffer entries, or TBEs) that may be allocated both when the core initiates a coherence request and 
when servicing another core’s request. If the core issues enough coherence requests to allocate all the 
buffers, then it cannot process another core’s request until it completes one of its own. If all cores 
reach this state, then the system deadlocks. 

Protocol-Dependent Network Deadlocks
There are two causes of network deadlocks: deadlocks due to buggy routing algorithms, which are 
independent of the types of messages and the coherence protocol, and network deadlocks that arise 
because of the particular messages being exchanged during coherence protocol operation. We focus 
here on this latter category of protocol-dependent network deadlocks. Consider a directory protocol 
in which a request message may lead to a forwarded request and a forwarded request may lead to a 
response. The protocol must ensure three invariants to avoid cyclic dependences and thus deadlock. 

FIGURE 9.3: Example of deadlock due to cyclical resource dependences. Circles are nodes and squares 
are resources. An arc that ends at a resource denotes a request for that resource. An arc that starts at a 
resource denotes the holder of that resource. 



Sidebar: Virtual Networks
Instead of using physically distinct networks, we can use distinct virtual networks. Consider two cores that 
are connected with a single point-to-point link. At the end of each link is a FIFO queue to hold incoming 
messages before the receiving core can process them. This single network is shown below on the left. To 
add another physical network, as shown below on the right, we duplicate the links and the FIFO queues. 
Requests travel on one physical network, and replies travel on the other physical network.

To avoid the cost of replicating the links and switches (switches not shown in figures), we can add a  
virtual network, as illustrated. The only cost of a virtual network is an additional FIFO queue at each switch 
and endpoint in the network. Adding the second virtual network in this example allows requests to not get 
stuck behind replies.

Virtual networks are related to virtual channels [3], and some papers use the terms interchangeably. 
However, we prefer to distinguish between them because they address different types of deadlocks. Virtual 
networks prevent messages of different classes from blocking each other and thus avoid message-level 
deadlocks.

Virtual channels are used at the network level to avoid deadlocks due to routing, regardless of the 
message types. To avoid routing deadlock, messages travel on multiple virtual channels (e.g., a message 
traveling west in a 2D torus might be required to use virtual channel 2). A virtual channel, like a virtual 
network, is implemented as an extra FIFO queue at each switch and end point in the network. Virtual 
channels are orthogonal to virtual networks; each virtual network may have some number of virtual chan-
nels to avoid routing deadlock
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As explained in Section 8.2.3, each message class must travel on its own network. The net-
works may be physical or virtual [see sidebar on “virtual networks”], but the key is avoiding 
situations in which a message of one class becomes stuck behind a message of another class 
in a FIFO buffer. In this example, requests, forwarded requests, and responses all travel on 
separate networks. A coherence controller thus has three incoming FIFOs, one for each 
network. 
Message classes must have a dependence order. If a message of class A can cause a coher-
ence controller to issue a message of class B, then a coherence controller may not stall the 
processing of an incoming class B message while waiting for a class A message. In the di-
rectory example, a coherence controller cannot stall the processing of a forwarded request 
while waiting for a request to arrive, nor can it stall the processing of a response while 
waiting for a forwarded request. 
The last message class in this chain of dependences—the response message, in this direc-
tory example—must always be “sunk.” That is, if a coherence controller receives a response 
message, there must be no message class than can prevent it from being removed from its 
incoming queue. 

These three invariants eliminate the possibility of a cycle. Even though a request can be 
stalled while waiting for responses or forwarded requests, every request will eventually be processed 
because the number of responses and forwarded requests is bounded by the number of outstanding 
transactions. 

9.3.2	 Livelock
Livelock is a situation in which two or more actors perform actions and change states, yet never 
make progress. Livelock is a special case of starvation, discussed next. Livelock occurs most fre-
quently in coherence protocols that use negative acknowledgment messages (NACKs). A node may 
issue a coherence request, but receive a NACK, prompting a retry. If contention or some repeatable 
race with another node causes this case to recur indefinitely, then the nodes livelock. The protocols 
in this primer do not use NACKs, so we focus on another well-known livelock involving coherence 
permissions that can arise in these protocols. 

This cause of livelock is the so-called “window of vulnerability” problem [8], an example of 
which is illustrated in Table 9.1. Consider a snooping protocol in which Core C1 issues a GetS re-
quest for block B and changes B’s state to ISAD (in I, going to S, waiting for own GetS and data). At 
some point later, C1 observes its own GetS on the bus and changes B’s state to state ISD. Between 
when B goes to state ISD and when C1 receives the data response, it is vulnerable to observing a 
GetM request for B from another core on the bus. In an optimized protocol, like the protocol in 

•

•

•



190  A Primer on Memory Consistency and Cache Coherence

Section 7.5.5, if a GetM arrives for B in state ISD, C1 will change B’s state to ISDI. In this tran-
sient state, when C1 later receives the data response, C1 changes B’s state to I. Because C1 cannot 
perform a load to a block in I, it must issue another GetS for B. However, this next GetS is just as 
susceptible to the window of vulnerability problem, and thus C1 may never make forward progress. 
The core is still active, and thus the system is not deadlocked, but it never makes forward progress. 
Somewhat perversely, this situation is most likely to arise for highly contended blocks, which means 
that most or all of the cores are likely to simultaneously be stuck and thus the system can livelock.

This window of vulnerability can be closed by requiring that C1 perform at least one load 
when it receives the data response. This load logically appears to occur at the time at which C1’s GetS 
is ordered (e.g., on the bus in a snooping protocol) and thus does not violate coherence. However, 
if certain conditions are not satisfied, performing this load could violate the memory consistency 
model. Satisfying these conditions is sometimes known as the Peekaboo problem, and we discuss it 
in more detail in the sidebar. The simplest solution to the Peekaboo problem is to perform the load 
in the window of vulnerability if and only if that load was the oldest load in program order when the 
coherence request was first issued. A complete analysis of why this solution is sufficient is outside 
the scope of this primer, but intuitively the problem cannot arise if a core issues coherence requests 
one at a time in the order of demand misses. 

TABLE 9.1:  Livelock Example for Core C1 Trying to Load  
Block B in a Snooping Protocol.
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TABLE 9-1.  Livelock example for Core C1 trying to load 
block B in a snooping protocol.

cycle event (all for block B) Core C1’s state for B

0 initial state I

1 load request, issue GetS to bus ISAD

2 observe Own-GetS on bus ISD

3 observe Other-GetM on bus ISDI

4 receive data for Own-GetS I

5 re-issue GetS to bus ISAD

6 observe Own-GetS on bus ISD

7 observe Other-GetM on bus ISDI

8 receive data for Own-GetS I

9 Etc. (never completing the load)
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Sidebar: Peekaboo Coherence Problem
Table 9.2 illustrates what is sometimes called the Peekaboo Coherence problem. In this example, the  
locations A and B are initially zero, core C0 writes A first and then B, and core C1 reads B first  
and then A. Under both the SC and TSO memory consistency models, the only illegal outcome is 
r1=1 and r2=0. This example execution uses the optimized directory protocol from Section 8.7.2, but 
elides the directory controller’s actions (which are not pertinent to the example). PrefetchS is the one 
new operation in this example, which issues a GetS request if a readable block does not already reside 
in the cache.

The Peekaboo problem arises when a block is prefetched, invalidated before permission is re-
ceived, and then a demand reference occurs. If we perform the demand reference when the prefetched 
but already invalidated Data arrives, then the demand reference is effectively ordered at the time the 
block was invalidated. In this example, C1’s load A is effectively ordered at time 4 (when C1 receives 
the Inv for block A), while C1’s earlier (in program order) load B is ordered at time 7. Reordering 
these two loads violates both SC and TSO. Note that this problem can arise whether the prefetch 
operation results from an explicit prefetch instruction, hardware prefetcher, or speculative execution. 
This problem can also arise in optimized snooping protocols, such as the one in Section 7.5.5.

TABLE 9.2:  Example of Peekaboo Coherence Problem
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the one new operation in this example, which issues a GetS request if a readable block does not
already reside in the cache.

The Peekaboo problem arises when a block is prefetched, invalidated before permission is
received, and then a demand reference occurs. If we perform the demand reference when the
prefetched but already invalidated Data arrives, then the demand reference is effectively ordered at
the time the block was invalidated. In this example, C1's load A is effectively ordered at time 4
(when C1 receives the Inv for block A), while C1's earlier (in program order) load B is ordered at
time 7. Reordering these two loads violates both SC andTSO. Note that this problem can arise
whether the prefetch operation results from an explicit prefetch instruction, hardware prefetcher, or
speculative execution. This problem can also arise in optimized snooping protocols, such as the one
in Section 7.5.5.

TABLE 9-2.  Example of Peekaboo Coherence Problem

Core C0 Core C1

Time

A=B=0 initially
store A = 1
store B = 1

prefetchS A (prefetch for read-only access)
load r1 = B
load r2 = A

0 A:M[0]
B:M[0]

A:I
B:I

1 A: prefetchS miss, issue GetS/ISD

2 A: receive Fwd-GetS, send Data[0]/S

3 A: store miss; issue GetM/SMAD

4 A: receive Data[0](ack=1)/SMA A: receive Inv, send Inv-Ack/ISDI

5 A: receive Inv-Ack, perform store/M[1]

6 B: store hit/M[1]

7 B: load miss, issue GetS/ISD 

8 B: receive Fwd-GetS, send Data[1]/S

9 B: receive Data[1], perform load r1=1/S[1]

10 A: load miss, stall/ISDI

11 A: receive Data[0], perform load r2=0/I

Core C1 observes A = 0 and B = 1, effectively reordering the loads.

[ ]1
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This same window of vulnerability exists for stores to blocks in IMDS, IMDSI, or IMDI. 
In these cases, the store to the block is never performed because the block’s state at the end of the 
transaction is either I or S, which is insufficient for performing a store. Fortunately, the same solu-
tion we presented for the load in ISDI applies to stores in these states. A core that issues a GetM 
must perform at least one store when it receives the data, and the core must forward this newly 
written data to the other core(s) that requested the block in S and/or M between when it observes 
its own GetM and when it receives the data in response to its GetM. Note that the same restriction 
needed to avoid the Peekaboo problem still applies: namely, perform the store if and only if the store 
was the oldest load or store in program order at the time the coherence request was issued.

9.3.3	 Starvation
Starvation is a situation in which one or more cores fail to make forward progress while other cores 
are still actively making forward progress. The cores not making progress are considered to be 
starved. There are several root causes of starvation, but they tend to fall into two categories: unfair 
arbitration and incorrect use of negative acknowledgments. 

Starvation can arise when at least one core cannot obtain a critical resource because the re-
source is always obtained or held by other cores. A classic example of this is an unfair bus arbitration 
mechanism in a bus-based snooping protocol. Consider a bus in which access to the bus is granted 
in a fixed priority order. If Core C1 wishes to make a request, it can make a request. If C2 wishes 
to make a request, it may make the request only if C1 has not first requested the bus. C3 must 
defer to C1 and C2, etc. In such a system, a core with a low priority may never gain permission to 
make a request and will thus starve. This well-known problem also has a well-known solution: fair  
arbitration. 

The other main class of starvation causes is the incorrect use of negative acknowledgments 
(NACKs) in coherence protocols. In some protocols, a coherence controller that receives a coherence 
request may send a NACK to the requestor (often used in verb form as “the controller NACKed the 
request”), informing the requestor that the request was not satisfied and must be re-issued. NACKs 
are generally used by protocols to simplify situations in which there is another transaction in prog-
ress for the requested block. For example, in some directory protocols, the directory can NACK a 
request if the requested block is already in the midst of a transaction. Solving these protocol race 
conditions with NACKs appears, at least at first blush, to be conceptually easier than designing the 
protocol to handle some of these rare and complicated situations. However, the challenge is ensur-
ing that a NACKed request eventually succeeds. Guaranteeing a lack of starvation, regardless of 
how many cores are requesting the same block at the same time, is challenging; one of the authors 
of this primer confesses to having designed a protocol with NACKs that led to starvation.
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9.4	 TOKEN COHERENCE
Until fairly recently, coherence protocols could be classified as either snooping or directory or per-
haps a hybrid of the two. There were many variants of each class and several hybrids, but protocols 
were fundamentally some combination of snooping and directory. In 2003, Martin et al. proposed 
a third protocol classification called Token Coherence [11]. There are two key ideas behind Token 
Coherence (TC).

TC protocols associate tokens with each block instead of state bits. There is a fixed number 
of tokens per block, and the cores can exchange—but not create or destroy—these tokens. A core 
with one or more tokens for a block can read the block, and a core with all of the tokens for a block 
can read or write to the block. 

A TC protocol consists of two distinct parts: a correctness substrate and a performance pro-
tocol. The correctness substrate is responsible for ensuring safety (tokens are conserved) and liveness 
(all requests are eventually satisfied). The performance protocol specifies what a cache controller 
does on a cache miss. For example, in the TokenB performance protocol, all coherence requests are 
broadcast. In the TokenM protocol, coherence requests are multicast to a predicted set of sharers. 

Token Coherence subsumes snooping and directory protocols, in that snooping and directory 
protocols can be interpreted as TC protocols. For example, an MSI snooping protocol is equivalent 
to a TC protocol with a broadcast performance protocol. The MSI states are equivalent to a core 
having all/some/none of the tokens for a block. 

9.5	 THE FUTURE OF COHERENCE
Almost since coherence’s invention, some have predicted that it will soon go away because it adds 
hardware cost to store extra state, send extra messages, and verify that all is correct. However, we 
predict that coherence will remain commonly implemented because in our judgment, the software 
cost of dealing with incoherence is often substantial and borne by a broader group of software engi-
neers rather than the few hardware designers that confront implementing coherence.
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